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AsstrACT. This article describes Ukraine’s cybersecurity system, its place, and its role in a single
configuration of national security. The methods used include formal-dogmatic, comparative-legal,
sociological, and hermeneutics. The research revealed that effective cybersecurity must be addressed
comprehensively, requiring coordinated action at the national, regional, and international levels to
prevent, prepare, and respond to incidents by the government, the private sector, and civil society.
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ResumeN. Este articulo describe el sistema de ciberseguridad de Ucrania, su lugar y papel en un
complejo tnico de la seguridad nacional. Los métodos utilizados son el formal-dogmdtico, el com-
parativo-legal, el socioldgico y el hermenéutico. La investigacion reveld que la ciberseguridad efectiva
debe ser abordada de forma integral, requiriendo una accién coordinada a nivel nacional, regional
¢ internacional para prevenir, preparar y responder a los incidentes por parte del gobierno, el sector
privado y la sociedad civil.
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Introduction

The law “On the Basic Principles of Cyber Security of Ukraine” (Law of Ukraine No. 2163-
VIII, 2017) was adopted relatively recently, in 2017; however, the system of bodies ad-
dressing cybersecurity was formed long before. In 2007, the State Special Communications
and Information Protection Service (Derzhspetszviazok) was established based on the dis-
solved Ukrainian Security Service’s Department of Special Télecommunication Systems and
Information Protection (Law of Ukraine No. 2163-VIII, 2006). Itincluded the State’s Special
Communications Administration’s Department of Information and Telecommunication
Systems Security, later renamed the State Cyber Protection Centre.

In the same year, the Computer Emergency Response Team (CERT-UA) was estab-
lished within the Department. Two years later, in 2009, this response team was accredited
by the Forum for Incident Response and Security Teams (FIRST). In 2010, it became clear
that the existing range of tasks was too considerable for one unit. Thus, two separate en-
tities, part of the State’s Special Communications Administration, were created based on
the dissolved Information and Telecommunication Systems Security Department, namely, the
State Special Communications Information Security Department and the Special Information
and Telecommunication Systems Department.

In the same year, the former was renamed the Swmre Center for Information
Resources Protection (Boyarchuk et al., 2021). In 2012, developing international co-
operation, CERT-UA received accreditation from the specialized security agency of
the International Electrotechnical Commission (IEC), the International Multilateral
Partnership Against Cyber Threats IMPACT). In 2015, the need arose to regulate cyber-
security issues in Ukraine legislatively. Accordingly, the decision of the Board of the State
Special Communications Administration' was adopted; it reorganized the State Special
Communications Service’s State Center for Information Resources Protection into the State
Cyber Protection and Countering Cyber Threats Centre of the same State service.

The adoption of the law on the basic principles of cyber security (Law of Ukraine
No. 2163-VIII, 2017) prompted a need to reorganize, restructure the staff, and redistrib-
ute the areas of responsibility of the State Cyber Protection Centre according to the law.
The process lasted for two years. Finally, by decision of the Board of the State Special
Communications Administration?, the State’s Special Communications Cyber Protection
Centre and Countering Cyber Threats Centre was reorganized into the State Cyber Protection
Centre of Special Communications and Information Protection Service (abbreviated: Center
Jfor Cyber Protection of the State Special Communications). In 2019, the abbreviated

1 Decision of the Board of the State Special Communications Administration of 01/07/2015.
2 Decision of the Board of the State Special Communications Administration No. 01/01 / 01-3729 of July 26,
2018.
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name was changed to the States Cyber Protection Centre of Special Communication and
Information Protection Service (SCPC).? In October 2020, a new edition of the State Cyber
Protection Centre of Special Communication and Information Protection Service regulation
was approved.*

According to the mentioned law on the basic principles of cyber security in the
Verkhovna Rada of Ukraine (Law of Ukraine No. 2163-VIII, 2017), the main tasks of
CERT-UA are as follows:

1. Collecting and analyzing data on cyber incidents, maintaining the State regis-
ter of cyber incidents;

2. Providing practical assistance to the owners of cybersecurity objects on the
prevention, detection, and elimination of cyber incidents on these objects;

3. Organizing workshops on cybersecurity concerning ensuring the national cy-
bersecurity system and owners of cybersecurity objects;

4. Preparing and posting recommendations for combating modern types of cy-
berattacks and cyber threats on websites;

5.  Interacting with law enforcement bodies, informing them promptly about cy-
berattacks;

6.  Cooperating with foreign and international organizations on cyber incident
responses, particularly concerning the participation of FIRST security inci-
dent response teams, including the payment of annual membership fees;

7. Collaborating with CERT-UA and other enterprises, institutions, and organi-
zations carrying out activities related to cyberspace security regardless of own-
ership;

8.  Processing information received from citizens on cyber incidents concerning
cybersecurity objects;

9. Assisting State bodies, local governments, military formations established
under the law, enterprises, institutions, and organizations regardless of own-
ership, as well as citizens of Ukraine in addressing cyber protection and com-
bating cyber threats.

Structural units for combating cybercrime before the reformation

In 2010, cybercrime units appeared in the law enforcement bodies’ structures. On the ba-
sis of the Ukrainian Ministry of Internal Affairs’ Department for Combating Crimes Related
to Human Trafficking and other relevant departments/units of the Ministry of Internal

3 Through order of the State Special Communications Administration No. 168 of March 25, 2019.
4 Through order of the State Special Communications Administration No. 686 of 26.10.2020.
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Affairs of Ukraine in the Autonomous Republic of Crimea, oblasts of Ukraine, Kyiv, and
Sevastopol, the Department for Combating Cybercrime and Human Trafficking was estab-
lished, directly governing the units for combating cybercrime and human trafficking of
the Ukrainian Internal Affairs bodies (Order No. 581, 2010).

According to its regulation, the Department for Combating Cybercrime and Human
Trafficking was an independent structural unit of the Central Office of the Ministry of
Internal Affairs of Ukraine, authorized to carry out operational and investigative activities.
The Department carried out its activities on a linear and zonal principle based on a com-
bination of unity of command and collegiality, long-term and current planning, consid-
ering scientific recommendations and best practices, including international. Following
the mentioned regulation, the Department’s primary operational and service tasks were
the following:

*  Providing organizational and practical support in implementing State policy to
prevent and combat crimes committed involving high information technology
and telecommunications networks, human trafhicking, illegal migration, crimes
against morality, crimes in the field of employment abroad, illegal adoption,
violation of the law procedure for transplantation of human organs or tissues,
forcible donation, and counteraction to legalization (laundering) of proceeds
from these crimes.

* Implementing organizational and practical measures to detect and stop orga-
nized groups and criminal organizations’ criminal activity, primarily of a trans-
national nature, and individuals specializing in the commission of crimes, the
detection and cessation of which falls within the competence of the Department,
an organization of operative support of criminal cases of the specified category.

*  Organizing subordinate units’ operational and service activities to detect and
stop crimes, ensuring the prosecution of organized group members or indi-
viduals committing these crimes, identifying areas of work and priorities for
subordinate units, finding effective means and methods of implementing the
tasks assigned to them, ensuring organizational and methodological support for
their activities to detect and stop crimes of this category.

*  Developing and taking measures to improve forms and methods of operational
and investigative activities of subordinate units, providing them with practical
assistance in organizing work to detect and stop crimes, and solving other op-
erational and service tasks.

*  Ensuring control over the activities of business entities in employment media-
tion abroad, tourism entities, marriage, modeling bodies, as well as information
market and telecommunication services business entities and representatives of

interested ministries or other central executive bodies.
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*  Establishing confidential cooperation according to the legislation of Ukraine
voluntarily with individuals able to cover the illegal activities of organized crim-
inal groups and persons involved in the commission of crimes.

*  Considering and disseminating positive experiences on recommendations of
foreign law enforcement bodies on the detection, documentation, and inves-
tigation of such crimes in the fight against crime, together with higher educa-
tion institutions of the Ministry of Internal Affairs and the Prosecutor General’s
Office.

*  Organizing interaction with the Ukrainian Parliament Commissioner for
Human Rights, other-state, non-state institutions, and international organiza-
tions engaged in combating cybercrime and human trafficking. Participating in
international, interregional meetings, conferences, and seminars on problemat-
ic issues related to these types of crimes. (Order No. 494, 2012).

As shown, the Department’s area of work was quite excessive, which is not surpris-
ing, given its name, which combined the fight against cybercrime and human trafhicking.
Moreover, these areas were poorly interconnected, barring the fact that the crimes related
to “rrafficking in human beings” could use some computer technology, for example, plac-
ing ads on the Internet to buy/sell human organs or advertise intimate services. Evidently,
the same technology could be used to commit other crimes. Therefore, it is not surprising
that two years later, the Department for Combating Cybercrime of the Ministry of Internal
Affairs of Ukraine and units for combating cybercrime in the Main Department of the
Ministry of Internal Affairs and regional departments in the Ministry of Internal Affairs
were established.

The Department for Combating Cybercrime of the Ministry of Internal Affairs of
Ukraine (UBK in Ukrainian) was an independent structural unit within the criminal
police of the Ministry of Internal Affairs, which, according to the legislation of Ukraine,
ensured the implementation of State policy and operational and investigative activities.
According to the Ministry of Internal Affairs of Ukraine’s Order No. 988 of 30/10/2012,
“On the Organization of the Department for Combating Cybercrime and units for com-
bating cybercrime of the Main Department and regional departments of the Ministry of
Internal Affairs” (Order No. 988, 2012), the UBK’s main tasks were to participate in the
creation and implementation of State policy to prevent and combat the following:

*  Criminal offenses using computing machinery (computers), computer systems
and networks, and telecommunication networks;

e The mechanisms of preparation, commission, or concealment of criminal of-
fenses involving the use of computing machinery (computers), computer
systems and networks, and telecommunication networks. These activities in-
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clude payment systems and the circulation of illegal information through these
means, as well as economic aspects like financial and trade transactions carried
out through telecommunication networks or computer networks and counter-
ing prohibited economic activities in this area (e-commerce), the provision of
telecommunication services, and fraud and money laundering of proceeds from
the above criminal offenses.

*  As stipulated by applicable law, assist other units of the Ministry of Internal
Affairs in the prevention, detection, and termination of criminal offenses and

pre-trial investigations.

Cybersecurity-ensuring bodies’ competence delimitation

During the reform of the internal affairs bodies in 2015, the Cyber Police Department was
established within the National Police of Ukraine. According to the regulation approved
by the Ministry of Internal Affairs through Order No.85 of 10/11/2015, this Department
is an interregional territorial body of the Ukraine National Police, which is part of its
criminal police. According to the legislation of Ukraine, it is responsible for ensuring the
implementation of State policy in combating cybercrime and organizes and carries out
operational and investigative activities.

This regulation also defines the Cyber Police Departments main tasks. They include
participating in creating and implementing State policy to prevent and combat criminal
offenses and the mechanism of preparation, commission, or concealment involving the
use of computing machinery (computers), systems, computer networks, and telecom-
munication networks. It also assists other units of the National Police in preventing, de-
tecting, and stopping criminal offenses as stipulated by applicable law. The cyber police’s
tasks include:

*  The employment of the State policy in combating cybercrime;

*  Providing the public with early warning on new, emerging cybercriminals;

e Introducing software to systematize cyber incidents;

*  Responding to foreign partners’ requests, coming through the channels of the
24/7 Network of National Contact Points (Cyber Police of Ukraine, 2020).

According to the ex-Minister of Internal Affairs Avakov (2015), the purpose of the
cyber police is to restructure and develop units of the Ukraine Ministry of Internal Affairs.
Moreover, it is responsible for the training and operation of highly qualified specialists in
expert, operational and investigative police units involved in combating cybercrime, able
to apply the latest technologies at a high professional level in operational and service ac-

tivities. In addition, it must ensure the gradual transformation of the current model into
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an innovative human rights body, which will respond instantly to cybercrimes and cyber
threats and, following best world standards, will carry out international cooperation to
neutralize transnational criminal groups. Avakov (2015) explained the cyber police’s seven

main tasks:

1. Implementing State policy against cybercrime.
2. Countering cybercrime in the following contexts:

Payment systems:

*  Skimming - illegal copying of the contents of the magnetic stripe tracks (chips)
of bank cards;

e Cash trapping - ATM theft of cash by installing a special retaining pad on the
ATM tent;

*  Carding - illegal financial transactions using a payment card or its details, which
are neither initiated nor confirmed by its holder;

*  Unauthorized debiting of funds (payment) from bank accounts using remote
banking systems.

E-commerce and business:

*  Phishing - extortion of logins and passwords to e-wallets, online auction servic-
es, money transfers, or exchanges from Internet users;
*  Online fraud - the seizure of citizens’ funds through online auctions, online

stores, websites, and telecommunications;

Intellectual property:

e Piracy - illegal distribution of intellectual property on the Internet;
*  Card sharing - providing illegal access to satellite and cable TV;

Information security:

*  Social engineering - a technology of the management of people in the Internet
space;
*  Malware - the creation and spread of viruses and malicious software;
* Illegal content - content that promotes extremism, terrorism, drug addiction,
pornography, the cult of cruelty, and violence;
*  Refilling - illegal substitution of telephone trathc.
3. Providing early warning to the public on the emergence of the latest cybercrime.
4. Introducing software to systematize and analyze information on cyber incidents,
cyber threats, and cybercrimes.
5. Responding to requests from foreign partners received through the channels of the
24/7 Network of National Contact Points.
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6.  Training police officers in the use of computer technology for combating crime.
7. Participating in international operations and cooperation in real-time and ensuring
the functioning of the network of contact points between 90 countries.

Cyber police personnel consists of re-certified employees of the Ministry of Internal
Affairs’ anti-cybercrime units, selecting only those meeting cyber police officer require-
ments. In addition, nationwide cyber police recruitment was held to select the best cyber-
security specialists on a competitive basis (Bezzubov et al., 2017; Vystavna et al., 2018).
In 2012, the Department of Counterintelligence Protection of the States Interests in the Sphere
of Information Security of the Security Service (DKIB SBU in Ukrainian) was established
within the Ukraine Security Service (Presidential Decree No. 34, 2012). The DKIB SBU
is an operational unit of the Ukraine Security Service, the scope of which includes ensur-
ing the State’s information security. The Security Service’s Counterintelligence Protection of
the States Interests in Information Security Department is responsible for the State’s security
in the information and cyber spheres. It coordinates and controls the activities of regional
bodies and central departments units of the Security Service. Within the limits of its com-
petence, it submits proposals on the issuance of acts binding on public administration
bodies, enterprises, institutions, organizations, and citizens to the President of Ukraine
(Bilous, 2019).

The Department was established and developed with the assistance of the NATO-
Ukraine Cybersecurity Trust Funds; especially favored by the fund was the Cyber Security
Situation Centre. The hardware and software for the Centre’s functioning were received in
July 2017 as part of the first stage of implementing of the NATO-Ukraine Trust Fund on
Cyber Defense Agreement. The Centre’s grand opening took place with the participation
of the Head of the Security Service of Ukraine, V. Hrytsak, on January 25, 2018 (Press
center of the Security Service of Ukraine, 2018). The main tasks of the Cyber Security

Situation Centre are as follows:

*  DPreventing, detecting, stopping, and disclosing crimes against the peace and
security of humankind committed in cyberspace;

*  Carrying out counterintelligence and operative search measures aimed at com-
bating cyberterrorism and cyber espionage;

*  Carrying out confidential reviews of the preparation level of critical infrastruc-
ture facilities for possible cyberattacks and cyber incidents;

*  Combating cybercrime, the consequences of which may threaten the vital in-
terests of the State;

* Investigating cyber incidents and cyberattacks on State electronic information

resources, critical information, and infrastructure;
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*  Ensuring the response to cyber incidents concerning State security (Novikovas
etal., 2017).

From 2017 to 2018, the Centre’s specialists recorded and averted more than 50 cy-
berattacks of varying degrees of sophistication, some of which could have been much worse
than the notorious “Petya-A” (Klimchuk, 2018). There is a plan to introduce similar units
in regional security bodies in addition to the central Cyber Security Situation Centre. The
first regional Cyber Security Situation Centre was established in Dnipro in November
2018. Six months later, with the participation of the Deputy Head of the Security Service
of Ukraine, Oleg Frolov, a regional cybersecurity center was opened in Odesa.

International cyberlearning took place on different cybersecurity subjects in prepa-
ration for the 2019 parliamentary elections in Kyiv. The training was organized within
the framework of the EU “Strengthening Cyber Security in Ukraine before the Elections”
project, supported by the Estonian Center of Eastern Partnership (ECEAP) in cooperation
with CybExer Technologies. The purpose was to collect the latest European experience in
securing electoral processes and information in cyberspace. The cyberlearning sessions were
attended by both European cybersecurity experts and Ukraine representatives, including
specialists of the Security Service of Ukraine, the State Service for Special Communication
and Information Protection, the cyber police, and the Central Election Commission of
Ukraine. The training’s virtual infrastructure enhanced the experience of counteracting
hackers in conditions as close as possible to real situations (Krupskyi et al., 2019).

Among the Security Service’s Counterintelligence Protection of the States Interests in
the Sphere of Information Security Departments achievements is the discontinuation of a
powerful hacker group in July 2019, conducted jointly with US partners. The criminal
hacker group based in Ukraine provided virtual services to other computer criminals,
effectively creating the conditions for them to carry out illegal activities on the Internet
without hindrance. The Ukraine citizen, the group’s organizer, acquired his first hacking
experience in Moscow in the mid-2000s. In 2007, the group provided services to hackers
from other countries via Ukrainian networks. A large data center located on the private
territory near Odesa was discovered during operational activities and further investigative
actions. According to the acting Head of the Ukraine State Security Service, M. Kuleshov,
almost one and a half hundred servers with thousands of hacker resources were confis-
cated. Some of them remained encrypted, configured so as not to keep traces of criminal
activity (Press center of the Security Service of Ukraine, 2019).

The most recent of Ukraine’s cybersecurity bodies is the National Coordination
Center for Cybersecurity of the National Security and Defense Council, established in 2016.
In the same year, the National Coordination Centre for Cybersecurity regulation was ap-
proved (Decree No. 96/2016, 2016). According to this regulation, this Centre is a work-
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ing body of the Ukraine National Security and Defense Council, with a wide range of

tasks, including;

1.

bl

296

Analyzing:

*  'The state of cybersecurity;

*  'The results of the review of the national cybersecurity system;

e The cybersecurity-ensuring individual’s level of preparation to perform tasks
on combating cyber threats and implementation of measures to prevent and
combat cybercrime;

*  'The state of financial and organizational support of programs and measures for
implementing State policy in cybersecurity in Ukraine;

*  The fulfillment of the legislation requirements on the cyber protection of State
electronic information resources, information, and critical information infra-
structure, as well as the requirements for protection established by law;

*  Data on cyber incidents related to State information resources in information
and telecommunication systems;

Stafling of the national cybersecurity system to propose improvements;

Participating in the development of sectoral cybersecurity indicators;

Forecasting and identifying potential and real threats in cybersecurity in Ukraine;

Developing conceptual principles and proposals for State cybersecurity to improve

the effectiveness of measures to identify and eliminate factors posing potential and

actual threats in cybersecurity, preparation of draft programs, and plans to prevent
and neutralize them;

Generalizing international experience in cybersecurity;

Ensuring the development and implementation of information exchange mecha-

nisms required for cybersecurity-ensuring organizations to respond to cyberattacks

and cyber incidents and eliminate their factors and negative consequences;

Providing the operational, information, and analytical support of the National

Security and Defense Council on cybersecurity;

Developing and submitting proposals to the National Security and Defense

Council on:

a.  Determining Ukraine’s national interests in cybersecurity, priority areas, con-
ceptual approaches to the formation and implementation of State policy con-
cerning safe cyberspace and its use in the interests of an individual, society, and
the State;

b.  Implementing systemic measures to strengthen the security and defense ca-
pabilities of sector entities in the fight against military cyber threats, cyber
espionage, cyberterrorism, cybercrime, and ensuring cyber protection of State
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electronic information resources, the protection required by law, and critical
information infrastructure;

c.  Implementing measures to ensure cyber protection of critical infrastructure
and the protection of technological processes in production in the real sector
of the economy;

d.  Improving the cybersecurity regulatory framework in Ukraine, in particular
the legal regulation of the areas of responsibility of the security and defense sec-
tor, ensuring Ukraine’s cybersecurity and the interaction mechanisms between
them;

e.  Ensuring the development of State information infrastructure;

Coordinating activities of the entities in the security and defense sector that
ensure cybersecurity in Ukraine;

g Assessing the mutually agreed deployment of the Ukraine Armed Forces’ cy-
bersecurity units, other military formations, and special purpose law enforce-
ment bodies formed under the laws of Ukraine, ensuring their preparedness to
perform tasks under martial law in states of emergency or crises that threaten
Ukraine’s national security;

h.  Overseeing the actions by national security subjects to improve cooperation
with international organizations in cybersecurity and ensure the protection of

Ukraine’s national interests at the international level;

i.  Setting priorities for attracting international technical assistance in cyberse-
curity;
j. Implementing State support measures for scientific institutions and organiza-

tions of strategic importance to the State’s cyber defense, conducting scientific
research involving cybersecurity and cyber defense for the needs of national
security and defense;

k. Increasing the effectiveness of the implementation of military and technical
policy and cooperation in cyber defense;

. Strengthening the State’s cyber defense capabilities, transfer of the national
communication system, strategic national automated control systems, govern-
ment networks, communication and weapons control systems, information
and telecommunication networks, and systems of military administration to
operate in a special period, mobilization of additional resources for organizing
operations in cyberspace;

m. Improving the creation of domestic software products to protect the State’s
information resources, including the national operating system and national
antivirus software.;
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9.  Monitoring the development and implementation of national standards and tech-
nical regulations for information use and communication technologies, harmonized
with EU and NATO standards;

10. Defining ways, mechanisms, and means of solving problems that arise during the
State’s cybersecurity policy implementation;

11. Ensuring control over the status of decisions of Ukraine’s National Security and
Defense Council on State cybersecurity issues, enacted by Presidential decrees;

12.  Studying international experience concerning the creation and operation of nation-
al cybersecurity systems, their dissemination among organizations and institutions,
and monitoring their implementation in Ukraine;

13. Participating in the organization and conduction of interethnic and interagency
cyberlearning training and the development of relevant methodological documents
and recommendations (Presidential Decree No. 242, 2016).

The investigation of cybercrimes is entrusted to the investigative units of the National
Police (Law of Ukraine No. 4651-VI, 2012), and forensic support for the investigation is
provided by units of computer and telecommunication examinations of forensic institu-
tions in Ukraine.

Problematic issues in combating cyber threats in Ukraine

It should be noted that the concept of “cybercrime” is not laid down in Ukraine’s Criminal
Code; however, it appears in other regulations, in particular, in the Law of Ukraine “On
the Basic Principles of Cyber Security of Ukraine” (Law of Ukraine No. 2341-I11, 2001).
These crimes are combined in Section XVI: “Criminal offenses in the use of comput-
ers, systems, and computer networks, and telecommunication networks” in the Criminal
Procedure Code of Ukraine. These crimes include the following:

* Article 361. Unauthorized interference in the work of computing machinery
(computers), automated systems, computer networks, and telecommunication
networks.

e Article 361-1. Creation for the use, distribution, or sale of malicious software
or hardware.

* Article 361-2. Unsanctioned sale or distribution of information with limited
access stored in computers, automated systems, computer networks or on data
storage devices.

*  Article 362. Unauthorized actions on the information processed on computing
machinery (computers), automated systems, computer networks, or on the data
storage devices by individuals with the right to access it.
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*  Article 363. Violation of operation rules of computing machinery (computers),
automated systems, computer networks, or telecommunication networks or the
order and rules of the information protection processed in them.

* Article 363-1. Obstructing the function of computers, automated systems,
computer networks, or telecommunication networks through the mass dissem-
ination of telecommunication messages.

As can be seen from the above articles of the Criminal Code, one of the Ukrainian
legislation’s problems is the lack of a clear definition of “cyberterrorism.” Given the danger
to the public posed by obstructing the State’s critical information systems infrastructure,
many scholars consider it necessary to legislate criminal liability for a new type of particu-
larly dangerous crime —cyberterrorism. Instead, Art. 258 of the Criminal Code addresses
responsibility for “classic” terrorism; therefore, the position on the introduction of a new
corpus delicti is ambiguous.

Several arguments favor a separate crime because the means of committing “ordi-
nary” terrorism and cyberterrorism can differ, and the instruments of these crimes and
their preparation are miscellaneous (Britchenko et al., 2018). All this leads to several
tactics of investigation, different types of examinations that need to be appointed, and
different specializations of law enforcement officers (investigators, operatives, specialists,
experts), among others. Thus, the idea of separating cyberterrorism as an individual crime
is well-founded and validated.

In June 2015, the Parliamentary Assembly of the Council of Europe adopted
Resolution 2070 (2015) on “Increasing cooperation against cyberterrorism and other
large-scale attacks on the Internet.” It calls on the Council of Europe member states to
define cyberterrorism and establish accountability for its activities. Thus, several bills on
amendments to the Criminal Code of Ukraine were prepared following this resolution
(UNIAN, 2015).

The draft “On Amendments to the Criminal Code of Ukraine (on enhancing liabil-
ity for cyberterrorism and cybercrimes)” No. 2328a of July 10, 2015, initiated by Myrnyy
(2015), provides for part two of Art. 258 of the Criminal Code. It states:

2. The same actions committed repeatedly, or for a previous conviction by a group of
persons or if they are connected with unauthorized intrusion into the work of elec-
tronic processing machines (computers), violating the law on automated systems,
computer networks, or high-risk electric circuits or if they have caused significant
property damage or other severe consequences —shall be punishable by imprisonment
for a term of seven to twelve years with or without confiscation of property. (p.1;
author translation)

Meanwhile, Article 361 was proposed, supplemented with new parts (three and
four) stating the following:
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3. Actions provided for in parts one or two of this article, if they involve unauthorized
interference with the operation of electronic processing machines (computers), any act
or omission in the operation of automated systems, computer networks, or electronic
communications of high-risk telecommunication networks, which caused significant
property damage or other serious consequences —shall be punishable by imprisonment
for a term of seven to twelve years with or without confiscation of property.

4. The acts provided for in parts one, two, or three of this article, which caused the
death of a person -shall be punishable by imprisonment for a term of ten to fifteen
years or life imprisonment with or without confiscation of property. (pp. 1,2; author
translation)

The bill of Ukraine “On Amendments to the Criminal Code of Ukraine on
Establishing Liability for Cyberterrorism™ (Aryev, 2015) proposes introducing a new ar-
ticle in the Criminal Code of Ukraine, namely Article 258-6, Cyberterrorism.

1. Cyberterrorism, that is, the intentional attack on information processed by a com-
puter, computer system, or computer network that endangers human life and health
or leads to other serious consequences if such actions have been committed out of
political motives, for violating public safety, intimidating the population, provoking a
military conflict —shall be punishable by imprisonment for a term of five to ten years
with or without confiscation of property.

2. The same acts performed repeatedly or by a group of persons by prior conspiracy
shall be punishable by imprisonment for a term of seven to twelve years with or with-
out confiscation of property.

3. The commitment of an act of cyberterrorism that has resulted in injury, trauma or
death shall be punishable by imprisonment for a term of ten to fifteen years, or life
imprisonment, with or without confiscation of property.

4. A person or group of persons who participated in the preparation of an act of cyber-
terrorism, but who voluntarily warned the law enforcement agency and if their actions
led to the prevention of an act of terrorism, shall be released from criminal liability if
their actions do not constitute another crime (pp. 3-5; author translation).

To date, the amendments to the Criminal Code of Ukraine have not been adopted.
However, the criminalization of cyberterrorism through the amendment to the Criminal
Code is extremely important. It will provide legislative protection to automated informa-
tion and telecommunication systems. Moreover, it will protect State electronic registers
and databases and critical national information infrastructure.

As Nizovtsev (2017) notes, both bills show shortcomings. According to Draft Law
No. 2328a, there are amendments to the second part of Art. 258 of the Criminal Code,
and parts three and four are added to Art. 361 of the same Code. At the same time, the
adoption of the specified bill could produce a conflict between part two of Art. 258 and

5 No. 2439a of July 24, 2015.
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part three of Art. 361 of the Criminal Code. Similarly, there could be a conflict between
the proposed Bill No. 24394’s articles 258-6 and 361. According to the scientist, the opti-
mal option is the introduction of parts three and four to Art. 361 of the Criminal Code,
as provided by Bill No. 2328a. Furthermore, the concept of “cyberterrorism” should be
enshrined in a separate regulation, for example, in Ukraine’s Cybersecurity Strategy. It
should be noted that Nizovtsev’s (2017) proposal has, in fact, been partially implemented;
the term “cyberterrorism” has been enshrined in a separate legislative act, namely, the Law
of Ukraine “On Basic Principles of Ensuring Cyber Security of Ukraine.” It provides the
following definition: “Cyberterrorism is a terrorist activity carried out in cyberspace or
with its use” (Gnatenko et al., 2020). Nevertheless, the allocation of cyberterrorism as a
separate crime has not yet occurred.

These are not the only issues in countering cyber threats in Ukraine. As noted by
Peresada and Hobby (2020), several factors hamper the effective functioning of the above
services. The first one is the problem of coordinating law enforcement bodies and legal
regulations concerning the bodies’ areas of responsibility to avoid duplicating powers,
procedures, and means of a comprehensive response to cybersecurity threats. Secondly,
the prevention of these crimes is not sufficiently effective. The third one involves technical
equipment. Orlov and Onishchenko (2014) note that the high level of cybercrime is due
to several reasons. However, law enforcement bodies’ are limited due to the lack of special
technical equipment such as modern computer equipment and computer technology,
knowledge and skills to detect and investigate cybercrime, tactics, and techniques, given
the limited access to these modern methods, and overall deficient information culture.

Furthermore, they are faced with limited training covering a wide range of law en-
forcement bodies and judges to bring the perpetrators to justice and the victims™ distrust
of law enforcement bodies. Lastly, national legislation focuses mainly on cybersecurity
and cyber defense concerning the State and public systems, including telecommunica-
tions, leaving technical and public information resources insufficiently protected and not
in line with current trends in the fight against cybercrime. This effort requires the further
expansion of law enforcement areas to include private computer networks and individual
personal computers. There are no small or insignificant casualties in cyberwarfare; person-
al computer devices and networks can serve as a training ground to prepare for large-scale
cyberattacks on government structures and livelihoods.

The issue of coordination and division of areas of responsibility is urgent. For ex-
ample, when a cybercrime activity is detected, the Department of Counterintelligence
Protection of the States Interests in the Sphere of Information Security officers must provide
the National Police investigators materials to further the operative support of the in-
vestigation. However, the National Police’s structure has its own units with very similar

functions — the cyber police.
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Another significant problem is the insufficient number of highly qualified person-
nel; this applies to the cyber police stafling and the Department of Counterintelligence
Protection of the States Interests in the Sphere of Information Security (Shopina et al.,
2020). In-depth knowledge is vital when investigating crimes involving the latest cyber
technologies and should not be limited to merely specialized operatives and forensic
experts. Modern information technology must also be understood by the investigator,
prosecutor, and judge for an investigation to be effective. After all, without understand-
ing the nuances of computer technology and their attackers” “hacking,” the investiga-
tion can only be protracted for a long time or closed without bringing the perpetrators
to justice.

Given the above, we propose creating specialized investigative units to investigate
cybercrimes and the relevant units in the prosecutor’s office. The specialization of judges
would also be relevant. At the same time, the described vertical of specialized bodies do
not require the same degree of independence as, for instance, the anti-corruption ver-
tical (meaning the National Anti-Corruption Bureau, the Specialized Anti-Corruption
Prosecutor’s Office, and the High Anti-Corruption Court).

Another significant problem in ensuring cybersecurity in Ukraine is the lack of sci-
entific research in this area (Ilchenko et al., 2021). On the state of implementation of
the Cybersecurity Strategy, approved by Presidential Decree No. 96 (2016), the National
Security and Defense Council’s decision of May 14, 2021, concluded that certain indi-
cators do not surpass 40 percent. Insufficient scientific support is considered one of the
main reasons for this outcome. Mainly subjects of the security and defense sector took
part in this strategy’s implementation; other state bodies, scientific institutions, and the
public were all but excluded. Thus, educational and scientific institutions were underrep-
resented in implementing tasks related to developing scientific potential and the spread of
cyber literacy (Presidential Decree No. 447, 2021).

During the international scientific and practical conference “Countering Cyber
Threats in the Modern Security Environment: Current Issues in Theory and Practice,”
organized by the Ukrainian Scientific and Research Institute of Special Equipment and
the Security Service Forensic Expertise of the National Security and Defense Council, it
was noted that research in cybersecurity in Ukraine has been of unsystematic and episodic
nature in recent years. A significant number of scientific papers were limited to proclaim-
ing the importance of cybersecurity without specific weighty proposals of engineering,
technical, organizational, or other nature. Therefore, a joint effort was proposed between
the Ukrainian Scientific and Research Institute of Special Equipment and the Forensic
Expertise of the Security Service to introduce a platform for the continuous exchange of
experience and achievements in cybersecurity (UTRPI, 2021).
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Conclusion

An entire system of specialized bodies for cybersecurity has been created in Ukraine. In
addition, non-specialized bodies are also involved; “ordinary” investigators carry out the
investigation of cybercrime under the procedural supervision of the prosecutor’s ofhice.
At the same time, there are several problems in ensuring cybersecurity in Ukraine. These
are the lack of highly qualified personnel, the lack of cyber specialization of investigators
and prosecutors, the inconsistencies of legislation with modern realities, the difficulty in
organizing the interaction of the related entities mentioned, and the lack of research and
development. As a way to solve these problems, we have proposed to create specialized in-
vestigative units and relevant units of the prosecutor’s office to investigate cybercrimes and
introduce the appropriate specialization of judges. Furthermore, to coordinate scientific
developments, we proposed creating a platform for ongoing exchange of experience and
achievements in cybersecurity —a cybersecurity research center— based on the Ukrainian
Research Institute of Special Equipment and the Forensic Expertise of the Security Service

of Ukraine.
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